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LETTER OF TRANSMITTAL

HOUSE OF REPRESENTATIVES,
Washington, DC, October 24, 2002.

Hon. J. DENNIS HASTERT,
Speaker of the House of Representatives,
Washington, DC.

DEAR MR. SPEAKER: By direction of the Committee on Govern-
ment Reform, I submit herewith the committee’s sixth report to the
107th Congress. The committee’s report is based on a study con-
ducted by its Subcommittee on National Security, Veterans Affairs
and International Relations.

DAN BURTON,
Chairman.

(III)
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Union Calendar No. 482
107TH CONGRESS REPORT" !HOUSE OF REPRESENTATIVES2d Session 107–767

DEFENSE SECURITY SERVICE: THE PERSONNEL SECURITY
INVESTIGATIONS [PSI] BACKLOG POSES A THREAT TO
NATIONAL SECURITY

OCTOBER 24, 2002.—Committed to the Committee of the Whole House on the State
of the Union and ordered to be printed

Mr. BURTON, from the Committee on Government Reform
submitted the following

SIXTH REPORT

On October 9, 2002, the Committee on Government Reform ap-
proved and adopted a report entitled ‘‘Defense Security Service: the
Personnel Security Investigations [PSI] Backlog Poses a Threat to
National Security.’’ The chairman was directed to transmit a copy
to the Speaker of the House.

I. SUMMARY

The Government Reform Committee, National Security, Veterans
Affairs and International Relations [NSVAIR] Subcommittee con-
ducted an oversight investigation of the Defense Security Service.
The subcommittee examined the agency’s personnel security inves-
tigation [PSI] program to determine the reasons behind a growing
PSI backlog. Personnel security investigations are conducted to de-
termine whether an individual should be granted access to classi-
fied information. This is a critical first step in safeguarding the Na-
tion’s secrets.

Findings:
1. The Defense Security Service cannot accurately determine

the size or forecast the elimination of the personnel secu-
rity investigations backlog.

2. There was a lack of management oversight of the Defense
Security Service by the Department of Defense [DOD] that
contributed to a backlog of personnel security investiga-
tions.
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1 Executive Order No. 12356 of Apr. 2, 1982, National Security Information Guidelines, Sec.
1.1, Classification Levels, Code of Federal Regulations, Office of the Federal Register National
Archives and Records Administration.

3. Acquisition of the Case Control Management System
[CCMS] and the Joint Personnel Adjudication System
[JPAS] did not comply with the requirements of the
Clinger-Cohen Act and may not provide effective caseload
management.

4. There are no common standards for investigating and adju-
dicating a personnel security clearance in a timely manner.

5. Defense Security Service and the Office of Personnel Man-
agement [OPM] personnel security clearance investigators
have difficulty accessing State and local criminal history
record information [CHRI].

Recommendations:
1. The Secretary of Defense should continue to report the per-

sonnel security investigations program including the adju-
dicative process as a material weakness under the Federal
Managers’ Financial Integrity Act to ensure needed over-
sight is provided to effectively manage and monitor the
personnel security process from start to finish.

2. The Secretary of Defense should set priorities and control
the flow of personnel security investigation requests for all
DOD components.

3. The Secretary of Defense should closely monitor the inter-
face between JPAS and CCMS to ensure effective manage-
ment of investigative and adjudicative cases and avoid fur-
ther backlogs.

4. The National Security Council should promulgate Federal
standards for investigating and adjudicating personnel se-
curity clearances in a timely manner.

5. The Secretary of Defense and the Attorney General jointly
should develop a system which allows DSS and OPM inves-
tigators access to State and local criminal history informa-
tion records [CHIR].

II. BACKGROUND

Acts of espionage have had serious consequences for the United
States, military personnel and citizens. To prevent acts of espio-
nage, and to ensure the interests of the United States are protected
requires certain information concerning national security be pro-
tected against unauthorized disclosure. Information may not be
classified unless its unauthorized disclosure reasonably could be ex-
pected to cause damage to national security. The degree of expected
damage from unauthorized release determines which of the three
levels of classification will be applied: TOP SECRET—‘‘exception-
ally grave damage’’ to the national security; SECRET—‘‘serious
damage’’ to the national security; and, CONFIDENTIAL—‘‘dam-
age’’ to the national security.1

Each year thousands of classified programs and projects are car-
ried out by the U.S. Government. These activities generate millions
of items of classified documents and information used by the mili-
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2 Executive Order No. 12968 of Aug. 2, 1995, Access to Classified Information, Sec. 1.2, Access
to Classified Information, Code of Federal Regulations, Office of the Federal Register National
Archives and Records Administration.

3 Email from Lt. Colonel Leo Clark, Office of the Secretary of Defense, Subject: DSS Final Re-
port, Feb. 15, 2002, (in subcommittee files).

4 Defense Security Service, Fiscal Year 2003 Budget Estimates, February 2002, Exhibit Fund-
14 Revenue and Expenses, (in subcommittee files).

5 See supra note 3.
6 Defense Security Service, Fiscal Year 2003 Budget Estimates, February 2002, Exhibit Fund-

9a, Activity Group Capitol Investment Summary, (in subcommittee files).
7 Executive Order No. 12829 of Jan. 6, 1993, National Industrial Security Program, Code of

Federal Regulations, Office of the Federal Register National Archives and Records Administra-
tion.

8 Defense Security Service, FY2003 Amended Budget Submission, February 2002, p. DSS–2,
(in subcommittee files).

tary, civilian and contract employees. This classified information is
not only in the form of documents. An enormous inventory of classi-
fied equipment and components must be safeguarded. Increasingly,
classified data is being processed, transmitted and stored electroni-
cally, posing serious new problems of protection.

The Department of Defense through the Defense Security Service
conducts personnel security investigations [PSI] to determine
whether an applicant should be granted access to classified infor-
mation. Upon completion of the PSI by DSS, the information col-
lected is sent to one of eight adjudication facilities for security
clearance determination.2

At the end of fiscal year 2001 DSS reported, 2,127,476 active
duty military, civilian, and contractor employees held personnel se-
curity clearances: 62,108 employees held confidential clearances,
1,607,727 employees held secret clearances, 209,897 held top se-
cret, and 247,744 held top secret/SCI clearances. On average, an
initial top-secret investigation takes DSS approximately 521 days
to complete and the Office of Policy and Management approxi-
mately 108 days to complete and costs approximately $2,400 per in-
vestigation for DSS and approximately $2,775 per investigation for
OPM.3

The Department of Defense is requesting $443.0 million for DSS
operations for fiscal year 2003 a decrease of $51.3 million over fis-
cal year 2002.4 The investigation budget for DSS and OPM is
$269.7 million and $157.4 million respectively.5 Despite the overall
reduction, DOD is requesting an additional $3.6 million for case
control management system improvements in fiscal year 2003 and
increase of 29 percent over fiscal year 2002.6

Three primary business areas comprise the DSS mission: No. 1,
the Personnel Security Investigations Program, the investigations
conducted under this program are used by the DOD adjudication
facilities to determine an individual’s suitability to enter the armed
forces, to access classified information, or to hold a sensitive posi-
tion within the Department of Defense; No. 2, the National Indus-
trial Security Program [NISP] established by Executive Order
12829,7 which primarily ensures private industry, colleges, and
universities that perform government contracts or research safe-
guard classified information in their possession; and No. 3, the Se-
curity Training and Education Program, which provides security
education and training programs to support DSS components, DOD
agencies, military departments and contractors.8
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9 Ibid., p. DSS–11.
10 Department of Defense, Directive No. 5105.42, Subject: Defense Security Service [DSS], May

13, 1999, (in subcommittee files).
11 Testimony of Carol R. Schuster, Associate Director, U.S. General Accounting Office,

NSVAIR Subcommittee hearing, Serial No. 106–267, p. 38.
12 Defense Security Service, Personnel Security Investigation Manual, revised Oct. 15, 1999,

1–329. DSS PSI Mission, pp. 6–7, (in subcommittee files).
13 See supra note 2, Sec. 3.1.
14 Redefining Security: A Report to the Secretary of Defense and the Director of Central Intel-

ligence, p. 2, Feb. 28, 1994, Joint Security Commission, Washington, DC 20505.
15 Security Policy Board Mission Statement (in subcommittee files).
16 The Bush administration transferred the duties assigned to the Security Policy Board to

NSC Policy Coordination Committees pursuant to Presidential Directive, NSPD–1, Organization
of the National Security Council System, Feb. 13, 2001, (in subcommittee files).

In addition, DSS supports counterintelligence, operation and
maintenance, and research and development activities of the De-
partment of Defense Polygraph Institute [DODPI].9 DODPI is an
educational, research and policy-establishing institute for the foren-
sic discipline of psychophysiological detection of deception. The De-
fense Security Service is under the direction, authority, and control
of the Office Assistant Secretary of Defense (Command, Control,
Communications and Intelligence) (OASD–C3I) in accordance with
the provisions of DOD Directive 5105.42.10

Top secret, secret, and confidential clearances require reinves-
tigation every 5, 10, and 15 years, respectively. The importance of
reinvestigating and reevaluating a personnel security clearance is
as much a matter of national security as the original background
check. According to GAO, failure to have an up-to-date security
clearance would pose a threat to national security.11

DSS conducts personnel security background investigations with-
in the 50 States, the District of Columbia, the Commonwealth of
Puerto Rico, and the trust territories. DSS requests the military
departments and other U.S. Government agencies, as appropriate,
to complete investigative leads in areas not set forth above.12

A Defense Security Service personnel security investigation [PSI]
is intended to determine an individual’s loyalty to the United
States, character, trustworthiness, honesty, reliability, discretion,
and judgment are such that the person can be expected to comply
with government policy and procedures for safeguarding classified
information.13

In 1994, the Joint Security Commission determined ‘‘national se-
curity policy was fragmented and lacked an effective mechanism to
ensure commonality. Multiple groups with differing interests and
authorities worked independently of one another with insufficient
integration of security policy and procedures.’’ 14 Because of this
fragmentation of security policy and structure, the President estab-
lished the Security Policy Board to consider, coordinate, and rec-
ommend policy directives for national security. The Security Policy
Board was the principal mechanism for reviewing and proposing to
the National Security Council [NSC] legislative initiatives and Ex-
ecutive orders pertaining to security policy, procedures and prac-
tices that do not fall under the statutory jurisdiction of the Sec-
retary of State.15 16

In August 1995, under Executive Order 12968, ‘‘Access to Classi-
fied Information,’’ the President directed the Board to develop a set
of uniform investigative standards and adjudicative guidelines for

VerDate 11-MAY-2000 13:25 Oct 24, 2002 Jkt 000000 PO 00000 Frm 00008 Fmt 6659 Sfmt 6602 C:\REPORTS\82235.TXT HGOVREF1 PsN: HGOVREF1



5

17 See supra note 2.
18 Security Policy Board, Investigative Standards for Background Investigations for Access to

Classified Information, SPB Issuance 1–97, Mar. 24, 1997, (in subcommittee files).
19 See supra note 2, Sec. 2.4.
20 Ibid.
21 See supra note 12, Sec. 4, pp. 14–15.

determining eligibility for access to classified information.17 In
1997, the Security Policy Board issued standard procedures to gov-
ern the access to classified information.18 The investigative stand-
ards developed by the Security Policy Board include examination
of:
• Birth and citizenship records;
• Corroboration of education;
• Verification of employment for the past 7 years and interviews

with supervisors and co-workers:
• Interviews with character references with social knowledge of

the subject;
• Neighborhood checks and interviews with neighbors to confirm

all residences for the past 3 years;
• National agency checks including the FBI and CIA;
• Financial review including a credit bureau check;
• Local agency check of criminal history records and other public

records to verify any civil or criminal court actions involving the
individual; and

• A personal interview with the individual.
The objectives of the investigative standards are to (1) examine

and assess various aspects of an individual’s trustworthiness and
reliability, taking into account both positive and negative issues
and (2) bring some uniformity and consistency to Federal processes
to avoid unnecessary and costly reinvestigations when an individ-
ual switches agencies.19

The standards for reinvestigations are essentially the same as
those for initial investigations, with two exceptions. Reinvestiga-
tions do not require corroboration of proof of birth and citizenship,
and education. The basis for not requiring this information for re-
investigation cases is that it is obtained in the initial investigation,
and does not change.20

The process of obtaining a security clearance begins with a re-
quest from a military commander, contractor, or other DOD official
for a security clearance for an individual because of the sensitive
nature of his or her duties. The individual completes the appro-
priate personnel security form for the level of classification need-
ed—CONFIDENTIAL, SECRET, or TOP SECRET.21 The Personnel
Security form requires the candidate for a security clearance to
provide personal background information needed to conduct the
personnel security investigation. The questionnaire is then for-
warded to the Defense Security Service’s Operations Center.

Defense Security Service analysts review clearance requests to
ensure all necessary forms are complete, develop a scope for the in-
vestigation, and assign the required work to 1 or more of the 12
DSS field-operating locations throughout the United States. An in-
vestigation may be sent to one or more operating locations depend-
ing on where the individual seeking clearance has lived, worked, or
attended school. Once received in the field, an investigation is as-
signed to an investigator who seeks information in that geographic
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22 Security Policy Board, Adjudicative Guidelines for Determining Eligibility for Access to Clas-
sified Information, SPB Issuance 2–97, Mar. 24, 1997, (in subcommittee files).

23 See supra note 12, Sec. 4, p. 18.
24 Ibid., p. 17.
25 Department of Defense, Adjudicative Guidelines for Determining Eligibility for Access to

Classified Information, DOD 5200.2–R, (in subcommittee files).
26 Keeping the Nation’s Secrets: A Report to the Secretary of Defense by the Commission to Re-

view DOD Security Policies and Practices, Nov. 19, 1985, DOD Security Commission, Office of
the Secretary of Defense, Washington, DC 20301, (in subcommittee files).

27 DOD Personnel: Inadequate Personnel Security Investigations Pose National Security Risks,
(GAO/NSIAD–00–12) in October 1999.

location about the individual’s loyalty, character, reliability, trust-
worthiness, honesty, and financial responsibility.

As the investigation elements are completed, the field sends re-
ports to the DSS Operations Center, where case analysts determine
if all investigative criteria have been met and all issues relevant
for a clearance decision have been resolved. DSS sends the com-
pleted investigation to one of eight adjudication facilities for secu-
rity clearance determination.

The Army, Navy, Air Force, the National Security Agency [NSA],
the Defense Intelligence Agency [DIA], the Defense Office of Hear-
ings and Appeals [DOHA], the Joint Chiefs of Staff [JCS], and the
Washington Headquarters Service [WHS] operate the eight adju-
dication facilities.

The adjudicative process is an examination of a sufficient period
of the applicant’s life to determine if the person is an acceptable
security risk.22 The adjudication process is the weighing of a num-
ber of variables known as the ‘‘whole person concept.’’ 23 The whole
person concept is the consideration by the adjudicator of all avail-
able, reliable information about the person, past and present, favor-
able and unfavorable, when reaching a determination. In deciding
if a clearance should be granted or denied, the adjudication facility
staffs base their decision on the following adjudicative factors: 24

• Allegiance to the United States;
• Foreign influence;
• Sexual behavior;
• Personal conduct;
• Financial consideration;
• Alcohol consumption and drug involvement;
• Emotional, mental, and personality disorders;
• Criminal conduct;
• Security violations;
• Outside activities; and
• Misuse of information technology

The ultimate determination of whether the granting or continu-
ing of eligibility for a security clearance must be clearly consistent
with the interests of national security based upon careful consider-
ation of the adjudication factors, each of which is to be evaluated
in the context of the ‘‘whole person.’’ 25

Since 1985, blue ribbon commissions 26 and the General Account-
ing Office [GAO], have recommended the quality, timeliness and
frequency of personnel security background investigations be im-
proved.27

More recently, management deficiencies identified by GAO and
the DOD–OIG included the failure of the Defense Security Service,
formerly known as the Defense Investigative Service, to provide ac-
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28 Department of Defense, Office of Inspector General Audit Report, Program Management of
the Defense Security Service Case Control Management System, Report No. D–2001–019, Dec. 15,
2001.

29 See supra note 14, p. 47.
30 Ibid.
31 Defense Security Service Oversight Hearing, 106th Cong., 2d sess., (2000) National Security,

Veterans Affairs, and International Relations [NSVAIR] Subcommittee hearing, Feb. 16, 2000,
Serial No. 106–152.

32 Oversight of the Defense Security Service: How Big is the Backlog of Personnel Security In-
vestigations?, 106th Cong., 2d sess., (2000) National Security, Veterans Affairs, and Inter-
national Relations [NSVAIR] Subcommittee hearing, Sept. 20, 2000, Serial No. 106–267.

33 Defense Security Service: Mission Degradation?, 107th Cong., 1st sess., (2001) National Se-
curity, Veterans Affairs and International Relations [NSVAIR] Subcommittee hearing, Mar. 2,
2001, Serial No. 107–40.

34 Testimony of Lt. General Charles J. Cunningham Jr., USAF (Ret), Director-Defense Secu-
rity Service, National Security, Veterans Affairs, and International Relations [NSVAIR] Sub-
committee hearing, Feb. 16, 2000, Serial No. 106–152, p. 114.

35 Statement of Lt. General Charles J. Cunningham Jr., USAF (Ret), Director-Defense Secu-
rity Service, National Security, Veterans Affairs and International Relations [NSVAIR] Sub-
committee hearing, Sept. 20, 2000, Serial No. 106–267, p. 75.

36 TRW’s Evaluation of DSS CCMS, Final Report, July 21, 1999, Contract No: DASW01–99–
F–3060–P001, June 22, 1999, (in subcommittee files).

37 An Assessment of the Department of Defense Personnel Security Program: A Report to the
Deputy Secretary of Defense, Personnel Security Investigations Process Review Team, Oct. 31,
2000, (in subcommittee files).

38 Ibid., p. 44.

curate and timely personnel security investigations, inattention to
personnel training, and the acquisition and installation of new in-
formation technology systems without the benefit of risk assess-
ment, proper testing or backup.28

According to the 1994 Joint Security Commission Report, delays
in the investigative and adjudicative process contribute directly to
government costs.29 As far back as 1981, the General Accounting
Office reported to Congress nearly $1 billion was wasted annually
because of investigative backlogs at the Defense Security Service.30

The subcommittee conducted three Defense Security Service
oversight hearings: on February 16, 2000,31 September 20, 2000,32

and March 2, 2001.33 The purpose of the hearings was to examine
performance and management challenges confronting DSS, particu-
larly the agency’s plans to address the personnel security investiga-
tions backlog and the extent to which the automated case control
management system can be improved to address the backlog of se-
curity clearances.

The backlog was a result in large part due to lax OASD–C3I
oversight, DSS mismanagement, CCMS malfunctions, and OASD–
C3I and DSS’s inability to keep pace with changing personnel secu-
rity clearance criteria and Presidential directives.

Hearing testimony offered optimistic views for determining the
size and timetables for the elimination of the personnel security in-
vestigations backlog 34 and ‘‘dramatic improvements’’ 35 in the case
control management system despite recommendations to replace
the system.36

Based on the testimony and documentary record, the subcommit-
tee concludes lax oversight of DSS by the Office of the Assistant
Secretary of Defense for Command, Control, Communications, and
Intelligence (OASD–C3I) contributed directly to the degradation of
DSS productivity and effectiveness.37

Proactive intervention by OASD (C3I) did not occur until October
1999, after the backlog had attained crisis proportions.38 Only after
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39 The General Accounting Office [GAO] reviewed DOD’s personnel security investigative func-
tions at the request of Congressman Ike Skelton, ranking member, House Committee on Armed
Services. GAO issued the report DOD Personnel: Inadequate Personnel Security Investigations
Pose National Security Risks, (GAO/NSIAD–00–12) in October 1999.

40 USA Today, Pentagon Crisis: Security Check Backlog, Edward T. Pound, June 3, 1999, (in
subcommittee files).

41 Memorandum: Investigation Standards for Access to Classified Information, Oct. 26, 1996,
from Peter D. Saderholm, Director-Security Policy Board to Richard J. Wilhelm, et. al., Co-
Chair, Security Policy Forum, (in subcommittee files).

42 Aerospace Industries Association, 1250 Eye Street NW., Suite 1200, Washington, DC 20005,
Background Investigation Timeliness Tracking Survey, December 2000, (in subcommittee files).

43 Personnel Security Investigations: Mission Degradation! OASD (C3I) Security Directorate
Draft Report for Comment, Richard F. Williams, Director of Security, Feb. 8, 2001, (in sub-
committee files).

44 Ibid., p. 1.
45 Ibid., p. 21–24.
46 See supra note 42.
47 Aerospace Industries Association, 1250 Eye Street NW., Suite 1200, Washington, DC 20005,

DSS Clearance Backlog Summary, November 1999, (in subcommittee files).

much criticism and scrutiny from Congress,39 the media,40 other
government agencies,41 and defense contractors 42 did the Office of
the Assistant Secretary of Defense for Command, Control, Commu-
nications, and Intelligence [C3I] request a serious review of the sta-
tus and options regarding the personnel security investigations
backlog.

The review produced an internal report issued February 8, 2001
entitled Personnel Security Investigations: Mission Degradation! 43

This report called for ‘‘bold action’’ 44 and contained worse news,
and more sweeping recommendations, than the Assistant Secretary
anticipated. The report shows that the time to complete personnel
security investigations upon which clearances are based is getting
longer. As the time to complete investigations has grown, the num-
ber of investigations pending is also growing. In December 2000,
output exceeded input for the first time, but it remains to be seen
whether this constitutes a trend or a one-time improvement.

Between June 9, 1999 and February 8, 2001,45 memoranda, pro-
gram initiatives, and policy directives to eliminate the PSI backlog
resulted in little improvement to provide timely investigations and
clearances to soldiers, sailors, airmen, Marines, DOD civilian and
defense contractors.

As a result, defense contractors are losing qualified new hires
that cannot wait almost a year for DSS to complete an initial in-
vestigation.46 In addition, defense contractors have found them-
selves unable to perform billions of dollars of work because employ-
ees have not obtained routine clearances. These delays threaten to
affect some facilities’ ability to effectively perform on defense con-
tracts and meet cost schedules. A survey conducted by the Aero-
space Industries Association revealed, as of December 2000, 12 per-
cent of the secret clearance requests were pending for more than
1 year and 30.6 percent of the top secret clearance requests were
pending for more than 1 year. Another survey conducted in Novem-
ber 1999 revealed it cost the aerospace industry an estimated
$149.9 million for clearances more than 90 days old.47

In 1997, the DOD Office of Inspector General reported, the Direc-
tor of the Defense Security Service had designated DSS as a ‘‘re-
invention laboratory’’ to assess the agency’s policies and procedures
in an effort to determine their relevance and responsiveness to the
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48 Department of Defense, Office of Inspector General, Audit Report No. 97–196, Personnel Se-
curity in the Department of Defense, p. 17, July 25, 1997 (in subcommittee files).

49 Ibid., p. 5.
50 Ibid.
51 Ibid., Executive Summary.
52 Ibid., p. 12.
53 See supra note 27.
54 Memorandum: Personnel Security Investigations Backlog, June 15, 1999, from Assistant Sec-

retary of Defense for Command, Control, Communications, and Intelligence Arthur L. Money to
Secretaries of the Military Departments, et. al., (in subcommittee files).

55 See supra note 27, p. 30.
56 Ibid.
57 Ibid., p. 19.

users of DSS services.48 Under this ‘‘reinventing government’’ ini-
tiative, DSS management and employees reviewed the investiga-
tion process to identify ways to improve the quality and timeliness
of investigations.49 Initiatives developed by DSS managers in-
cluded:

• reorganizing and streamlining the agency,
• becoming a performance based organization [PBO],
• implementing new investigative procedures to improve the

timeliness of investigations,
• automating the scope development and review of investiga-

tions, and
• charging a fee for service.50

The following year, the Department of Defense Office of the In-
spector General (DOD–IG) conducted an audit of DSS to determine
the effectiveness and efficiency of the management of the personnel
security program. Specifically, the DOD–IG reviewed the processes
for conducting and the procedures for disseminating information re-
lated to personnel security investigations [PSI].51

Although, at the time, the audit conducted by the Department of
Defense-Office of the Inspector General ‘‘strongly supported’’ De-
fense Security Service reinvention efforts,52 GAO found DSS’s ini-
tiative exacerbated the problem of accurate and timely personnel
security investigations contributing to a massive backlog of PSI
cases.53

The backlog of PSI cases can be attributed to a number of fac-
tors. In his memorandum of June 15, 2000, the Assistant Secretary
of Defense (C3I) wrote, ‘‘the periodic reinvestigation [PR] backlog
has reached significant proportions largely as a result of the PR
quota that was imposed from FY96 to present by this office as well
as the implementation of new national policy which lowered the in-
terval for SECRET PR’s from 15 to 10 years and set a new 15 year
PR requirement for CONFIDENTIAL PR’s.’’ 54

In 1995, the Assistant Secretary of Defense (C3I) directed DOD
components to cease submitting periodic reinvestigation [PR] re-
quests that were due to DSS,55 and then in June 1996, the Assist-
ant Secretary of Defense (C3I) revised this directive and estab-
lished a quota system allowing DOD components to submit up to
40,000 secret and 42,000 top secret PR requests per year.56 Al-
though these directives were intended to reduce the turnaround
time to process PSI cases, the directives created a backlog and a
pent-up demand for security clearances. In addition, at that time,
the Assistant Secretary announced that DOD would adopt new in-
vestigative standards.57 These standards provided less complete in-
formation for use by adjudicators in determining whether to grant
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clearances, which further delayed the security clearance process.
And, finally there were system failures of the newly deployed auto-
mated case control management system for tracking and processing
PSI cases.58 All of these factors: the PR quota system; new inves-
tigative standards; and CCMS failures all affected DOD’s capacity
to process PSI cases and contributed to the backlog.

According to Carol Schuster of the General Accounting Office,
‘‘Since 1998, various DOD documents and statements have cited
several widely divergent backlog estimates ranging from about
452,000 to 992,000.’’ 59 The backlog was a result, in part, of inter-
nal procedure changes in DSS. According to the General Account-
ing Office, DSS officials stated that once the agency became a re-
invention laboratory, it was allowed to operate, for the most part,
at its own discretion with little or no oversight from the Assistant
Secretary of Defense-Command, Control, Communications and In-
telligence (ASD–C3I).60

Knowing the accurate size of the backlog is an important step to-
ward effectively managing and eliminating the backlog. In 1999
DSS attempted to determine the size of the PSI case backlog. The
MITRE Economic and Decision Analysis Center was hired to work
with DSS to conduct an analysis of the backlog through the use of
formal statistical sampling and manual counts.61 MITRE reported
in 2000, with 95 percent confidence, the true size of the backlog
population falls between 206,107 and 558,552 cases.62

In October 1998, to expedite PSI case processing, the Defense Se-
curity Service acquired and deployed a new information technology
system referred to as the Case Control Management System at a
cost of $100 million.63 The stated goals of CCMS were to simplify
the investigative process by eliminating unnecessary manual activ-
ity, and automate the processes associated with the overall man-
agement of PSI cases.64 CCMS was supposed to expedite PSI case
processing by linking all relevant information critical to an inves-
tigation through a network of DSS subsystems.65 PSI case process-
ing includes the collection, tracking, adjudication, and disseminat-
ing of information about security clearances for more than 15 mil-
lion individuals. The CCMS network is primarily located at the
DSS Personnel Investigations Center in Fort Meade, MD.

In 1999, assessments of the case control management system
were conducted by TRW 66 and a DOD Red Team.67 Those assess-
ments found deficiencies in acquisition strategy, program manage-
ment, system integration, and operations and maintenance. It was
estimated that an additional $87.2 million to $103 million would be
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needed fiscal year 1999–2006 to address the deficiencies for a sys-
tem that was projected to cost $100 million when fully oper-
ational.68

According to GAO, the case control management system suffers
serious weaknesses and will be far more difficult to fix than DSS
anticipates. During the September 2000 NSVAIR Subcommittee
hearing, addressing the CCMS issue, the Director of DSS stated,
‘‘there were dramatic improvements resulting from the software en-
hancements and corrections that have been implemented within
the last 6 months.’’ 69 Yet the DOD–IG in December 2000 rec-
ommended the Assistant Secretary of Defense-C3I analyze whether
the investment for the Case Control Management System provides
the best business solution when compared to alternative solutions
for opening, tracking, and closing personnel investigation cases.

The Defense Security Service is making progress since the sub-
committee’s oversight investigation of the agency began a little
more than 2 years ago. However, DSS has a long way to go to re-
solve systemic problems of tracking and promptly completing per-
sonnel security investigations. In the meantime, national security
risks increase and the need for additional financial resources
grows.

According to Donald Mancuso, Acting Inspector General, ‘‘Simply
put, the inability to track and promptly complete personnel secu-
rity investigations has had a devastating effect on the Depart-
ment’s ability to ensure that national security is protected and that
military, civilian and contractor employees have the timely clear-
ances needed to complete their jobs. On a human level, the lack of
timely clearances prevents people from obtaining employment in
DOD, and in the case of contractor employees, causes the loss of
hundreds of millions of tax dollars paid to contractors or for em-
ployees awaiting clearances.’’ 70

III. DISCUSSION

FINDINGS

1. The Defense Security Service cannot accurately determine the size
or forecast the elimination of the personnel security investiga-
tions backlog.

The Defense Security Service has a personnel security investiga-
tion backlog that has ranged from approximately 350,000 to
900,000 cases. The disparity in the range is a result of different
methodologies used to count the backlog, efforts to prioritize the
most sensitive personnel security investigations, and the elimi-
nation of cases as a result of changes in employment status for the
individual needing a security clearance. Priorities for investigations
by category include presidential support, sensitive compartmented
information [SCI], and special access programs [SAPs] which im-
pose need-to-know or access controls beyond those normally pro-
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vided for access to confidential, secret, or top secret information.71

The inability to prioritize investigations has resulted in extensive
delays in clearances for some high priority projects.72 Additionally,
there is currently no automated method for notifying DSS of a pri-
ority investigation. The requester has to notify DSS when a priority
investigation is provided and special processing is necessary. DSS
manually pulls the request and moves the investigation case to the
front of the queue.73 It is currently taking, on average, more than
a year to complete a personnel security reinvestigation for someone
needing a top-secret clearance.

Testifying before the NSVAIR Subcommittee, GAO’s Carol
Schuster, Associate Director for National Security Issues stated,
‘‘There were several reasons that led to this backlog. The imple-
mentation of a quota system on the number of PSI requests that
could be submitted created a pent-up demand contributing to the
backlog. Then we had new requirements 74 that were instituted
during this period for re-investigations on secret and confidential
clearances. Those had not been requirements before. So this added
to the backlog. Also, the automated case control management sys-
tem that we were talking about just did not work. CCMS system
failures contributed to the backlog.’’ 75

Carol Schuster stated DSS also pointed to additional factors con-
tributing to the backlog, ‘‘One is that they feel that there are more
people requesting clearances because of the growing number of in-
formation technology jobs that may require clearances, and the re-
duction of DSS staff and investigators the agency experienced as a
result of DOD downsizing. So all of those problems collectively con-
tributed to the problem.’’ 76

A consultant for DSS reported in February 2000 the effect
downsizing had on the Defense Security Service. ‘‘As a result of the
general downsizing of defense agencies in recent years, DSS staff-
ing has been significantly reduced, dropping from about 4,000 in
1991 to about 2,500 in 1998. In particular, DSS investigators fell
from 1,650 to 1,250 during the same period. Meanwhile, the inves-
tigative workload for clearances has remained fairly constant over
that time.’’ 77

As congressional 78 and media 79 scrutiny intensified, concerns
were raised regarding the growing backlog of personnel security in-
vestigations, and the affect the backlog would have on national se-
curity. As a result, the NSVAIR subcommittee asked the General
Accounting Office to determine how DSS estimates the backlog, as-
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sess the soundness of DOD’s backlog estimates, and identify the
plans DSS developed to address the backlog problem.

The General Accounting Office reported its findings in August
2000. According to GAO findings, the personnel security reinves-
tigations backlog for defense, civilian, and contractor personnel was
approximately 505,000 reinvestigations, and growing, with an addi-
tional 480,000, which had not yet been submitted to DSS from
DOD and the military departments. However, the subcommittee
learned the actual backlog size was still unknown because existing
personnel security databases cannot provide an accurate count of
overdue reinvestigations.

‘‘In the absence of a Department-wide database that can accu-
rately measure the reinvestigation backlog, DOD estimates the
backlog on an ad-hoc basis, using manual counts and statistical
sampling as the primary methods. Using the sampling method,
DOD makes a rough and known to be inaccurate estimate from ex-
isting personnel security databases.’’ 80

In that regard, the subcommittee also learned the survey process
for determining the backlog was flawed. When the Office of the
Secretary of Defense asked Military Departments and Defense
agencies to survey their commands and organizations in 1999, they
failed to provide the methodology for determining the size of the
backlog. As a result, no standard format was used to obtain the fig-
ures. Some just filled out the information by using manual counts,
while others did a sample survey. A second survey conducted a few
months later again did not address methodology. As a result, it ap-
pears programs and agencies reported lower numbers giving the er-
roneous impression that DOD was making progress eliminating the
PSI backlog.

From June 9, 1999 to February 8, 2001 the Department of De-
fense issued 13 policy directives and reports to manage and elimi-
nate the growing backlog of personnel security investigations.
These included:

• June 9, 1999—Deputy Secretary of Defense memorandum,
Personnel Security Clearance Investigations Backlog, di-
rected the elimination of the backlog by September 30,
2000. The memorandum expanded the DOD investigative
capacity by shifting a part of the DOD civilian PSI workload
to the Office of Policy and Management, directed each mili-
tary department and defense agency to provide a quarterly
plan for eliminating the backlog. The Deputy Secretary fur-
ther directed that each military department and defense
agency to administratively terminate or downgrade all
clearances not based on a current investigation or not in
process for reinvestigation by September 30, 2000.

• June 15, 1999—Assistant Secretary of Defense (C3I) memo-
randum, Personnel Security Clearance Investigations Back-
log, implemented the Deputy Secretary’s memorandum of
June 9, 1999 by directing a minimum number of additional
periodic reinvestigations to OPM for DOD civilian employ-
ees and all others to DSS. The Assistant Secretary stressed
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military departments and defense agencies would be ex-
pected to identify the resources necessary to fund back-
logged of periodic reinvestigation’s over and above those al-
ready programmed as well as accomplish the adjudications
at the backend end of the PSI process.

• September 29, 1999—Assistant Secretary of Defense (C3I)
memorandum, Personnel Security Clearance Investigations,
directed all initial investigations of DOD civilian personnel,
except overseas investigations, would be conducted by OPM,
and rescinded the June 9, 1999 directive to administratively
terminate or downgrade all clearances not based on a cur-
rent investigation or not in process for reinvestigation by
September 30, 2000.

• November 1999—At a meeting of the Defense Management
Council, the Deputy Secretary of Defense called for the cre-
ation of an Overarching Integrated Process Review Team
[OIPT] to find a cure for the PSI backlog problem, and to
chart a new path for the future. The Team defined the
backlog to be those periodic reinvestigations exceeding the
timeframe for which a reinvestigation is required and which
has not yet been submitted to the investigative agency.
The Team asked the military departments to determine
their backlog according to the established backlog defini-
tion. For DOD agencies and contractors the team used pre-
viously developed estimates rather then developing new
counts. The Team reported their findings and recommenda-
tions in January 2000. The Team determined that the peri-
odic reinvestigation backlog totaled 505,786. The Team rec-
ommendations included the transfer of all secret and con-
fidential investigations to OPM and restoration of funding
for the Joint Personnel Adjudication System to improve
management of the population actually receiving access to
the most classified information.

• March 31, 2000—Deputy Secretary of Defense memoran-
dum, Personnel Security Clearance Investigations Backlog,
directed implementation of the OIPT recommendations and
extended the timeline for eliminating the PR backlog to
March 31, 2002.

• June 1, 2000—Deputy Secretary of Defense memorandum,
Personnel Security Investigation Process Review, directed a
comprehensive review to baseline the reform of the person-
nel security process, to establish a ‘‘get well’’ date, and
make additional recommendations to expedite the personnel
security process effort. A Process Review Team was estab-
lished to accomplish this effort.

• June 22, 2000—Under Secretary of Defense (Comptroller)
memorandum, Personnel Clearance Backlog and Security
Initiatives, generally referred to as the ‘‘Spend Plan,’’ ex-
tended the timeline for eliminating the PR backlog to Sep-
tember 30, 2002. The plan provided monthly targets for all
DOD components for submitting investigative requests to
DSS and OPM, along with the associated funding. PSIs
were distributed between DSS and OPM in accordance with
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the Deputy Secretary of Defense memorandum dated March
31, 2000.
The plan called for sending 415,841 cases to OPM in fiscal
year 2001 and 395,908 in fiscal year 2002. During the same
period, DSS was to process 558,619 new cases and 128,000
existing cases in fiscal year 2001; and 388,598 new cases
plus 307,000 existing cases in fiscal year 2002. This ac-
counted for all carryover work at DSS and all new work to
be submitted over fiscal year 2001 and fiscal year 2002,
both backlog cases and the steady-state workload.
In addition, the memorandum call for the appointment of a
senior official by each component to monitor processing of
personnel security investigations to DSS and OPM, and to
establish procedures for monitoring and executing the plan
within the component.

• August 22, 2000—Assistant Secretary of Defense (C3I)
memorandum, Personnel Security Clearance Investigations,
implemented the Spend Plan by providing instructions to
the components for submitting investigative requests in-
cluding quarterly progress reports. To ensure success, the
military departments and defense agencies were required to
appoint a senior official to monitor the processing of inves-
tigations to DSS and OPM and encouraged to have their In-
spectors General include compliance as a matter of interest
during inspections for fiscal year 2001 and fiscal year 2002.

• September 11, 2000—Deputy Secretary of Defense memo-
randum, Personnel Security Investigation Process Review,
directed all military departments and defense agencies to
conduct a periodic reinvestigation survey because the back-
log baseline may have changed considerably due to a lapse
of time and the efforts of the Departments in submitting PR
requests.

• October 11, 2000—The report, An Assessment of DOD’s Plan
to Eliminate the Periodic Reinvestigation [PR] Backlog, re-
sponds to the second of three assessment directives issued
by the Deputy Secretary of Defense on June 1, 2000. The
June 1, 2000 directive called for the establishment of a
process review team [PRT] to assess DOD’s plan to elimi-
nate the backlog of overdue periodic reinvestigations by
September 30, 2002. The PRT determined DOD would not
meet the September 30, 2002 target date for elimination of
the PR backlog. The PRT did not consider the submission
of the overdue PR requests sufficient to eliminate the back-
log. Rather, the PRT considers the backlog eliminated once
the investigations have been completed and adjudicated and
the workloads of DSS and the Central Adjudication Facili-
ties [CAFs] return to a steady state.

• October 31, 2000—The report, An Assessment of the Depart-
ment of Defense Personnel Security Program, responds to
the first and third directive issued by the Deputy Secretary
of Defense on June 1, 2000 to determine where DOD cur-
rently stands in reforming the PSI process, and recommend
how to expedite the reform effort. The assessment team con-
ducted a thorough review covering the major steps in the
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PSI process including requesting the investigation, conduct-
ing the investigation, adjudicating the results of the inves-
tigation, and oversight and funding of the program.

• December 14, 2000—The Office of the Under Secretary of
Defense (Comptroller) revised the Spend Plan to incorporate
the adjustment of the backlog from 505,786 to 316,995 in
accordance with the Process Review Team’s survey results
pursuant to the directive issued by the Deputy Secretary of
Defense on September 11, 2000.

• February 8, 2001—Office of the Assistant Secretary of De-
fense (C3I) Security Directorate released the draft report,
Personnel Security Investigations: Mission Degradation,
which called for bold action to address current PSI backlogs.
The purpose of the draft report is four fold: No. 1, to serve
as a frame of reference for surfacing various options and re-
actions to organizations both within and outside the Depart-
ment; No. 2, to be used to further refine the situation with
those who are performing PSI work for DOD; No. 3, to serve
as a think piece for DOD senior executives who will be re-
viewing the progress on balancing PSI funding and work-
load issues; and No. 4, to present options for consideration
by the interagency.

On June 9, 1999, Deputy Secretary of Defense John J. Hamre
issued a memorandum, ‘‘Personnel Security Clearance Investiga-
tions Backlog’’ directing the military departments, defense agen-
cies, and contractors to eliminate the backlog by the end of fiscal
year 2000.81 This was the first of four target dates calling for the
elimination of the PSI backlog.

In addition, the Deputy Secretary’s memorandum of June 9, 1999
attempted to ease the pressure on DOD investigative capacity by
shifting a part of the workload to the Office of Personnel Manage-
ment. The memorandum also directed each service and DOD agen-
cy to provide the Assistant Secretary of Defense for Command,
Control, Communications, and Intelligence a quarterly plan for
eliminating the backlog. The Deputy Secretary of Defense further
directed the services and defense agencies to administratively ter-
minate or downgrade all clearances not based on a current inves-
tigation or not in process for reinvestigation by September 30,
2000.82

On June 15, 1999, then Assistant Secretary of Defense for Com-
mand, Control, Communications, and Intelligence Arthur L. Money
issued a memorandum ‘‘Personnel Security Clearance Investiga-
tions backlog’’ implementing Deputy Defense Secretary’s June 9,
1999 memorandum with respect to cost, process, and
prioritization.83 The memorandum directed all components to iden-
tify the resources necessary to fund the elimination of the backlog.
The memorandum changed personnel security reinvestigation pol-
icy directing each service, agency, and contractor not to apply for
security investigations for those within 1 year of separation from
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DOD employment, or who will be assigned to duties for which a
personnel security clearance is not required.84 This policy change
had serious national security implications by allowing a person to
continue in a sensitive position without the required periodic inves-
tigation. The policy change was a violation of personnel security
clearance standards adopted and approved by the Security Policy
Board.

In that regard, even when the Deputy Secretary of Defense
thought OASD (C3I) had a handle on the true size of the backlog,
no provision was made for providing for additional funds to elimi-
nate the backlog of PSI requests, nor was there any specific strat-
egy available for processing the minimum number of additional PSI
requests over and above those already programmed to be con-
ducted.85

GAO also pointed out this directive had drawbacks, specifically
the lack of funding. Carol Schuster stated, ‘‘We recommended to
the Secretary of Defense to direct the Assistant Secretary of De-
fense (C3I) to identify and prioritize overdue investigations and
fund and implement initiatives to conduct these investigations in
a timely manner.’’ 86

On September 29, 1999, Assistant Secretary of Defense for Com-
mand, Control, Communications, and Intelligence Arthur L. Money
issued a memorandum ‘‘Personnel Security Clearance Investiga-
tions’’ directing the submission of all initial investigations and re-
investigations of DOD civilian personnel to OPM effective October
1, 1999.87 It stated DSS would continue to conduct investigations
for military personnel, for civilian personnel stationed overseas,
and for contractor personnel.88

By November 30, 1999, it became apparent the actions DOD had
taken to date were not getting the results anticipated. As a result,
Deputy Secretary of Defense called for the creation of an Over-
arching Integrated Process Team [OIPT] to find a solution for the
backlog problem and to ‘‘pioneer a different path to solve the crisis
of the continuing personnel security investigations backlog,’’ and to
submit a plan by January 20, 2000.89

The team reported their findings and recommendations in Janu-
ary 2000. The team determined the backlog totaled 505,786 and
recommended additional personnel security investigation cases be
transferred to OPM.90

As mentioned earlier, DOD’s two attempts to determine the back-
log size had methodological limitations, produced estimates that
were 6 months old or older, and did not include thousands of over-
due reinvestigations that had been submitted. The two estimates,
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one by the Overarching Integrated Process Team and the other by
the MITRE Corp., were developed independently and used different
estimating methods but coincidently arrived at similar estimates of
about 505,000 overdue reinvestigations. These estimates differed
from several previous backlog estimates that were cited by GAO in
various DOD documents and statements.91

During the February 16, 2000 NSVAIR Subcommittee hearing,
the DSS Director stated, ‘‘I am accepting their number. However,
I do not have total confidence in it.’’ 92 When asked to clarify this
statement, the DSS Director said, ‘‘While the number (PSI backlog)
could be lower, I think the number is higher. That is my profes-
sional judgment.’’ 93 Carol Schuster, Associate Director of GAO con-
curred stating, ‘‘I cannot tell you what the size of the backlog is.
I would really question whether they have an exact fix it on.’’ 94

This was finally confirmed by the Office of the Assistant Sec-
retary of Defense (C3I) during the September 2000 NSVAIR Sub-
committee hearing. ‘‘While there is some concern about the various
methodologies used to arrive at the size of the backlog, it was ac-
knowledged that a more accurate assessment would prove problem-
atic. The difficulty in assessing the precise scope of the backlog is
due to the limitations of the current DOD central clearance data-
base, which contains records for approximately 2.5 million cleared
DOD military, civilian and contractor personnel. This problem will
be resolved when DOD fields the Joint Personnel Adjudication Sys-
tem in fiscal year 2001. JPAS will require continuous tracking (and
input) of an individual’s actual access requirement upon which the
periodic reinvestigation is based.’’ 95

JPAS is designed to provide DOD with the ability to provide real-
time data on the number of personnel currently authorized to have
access to classified information, and will facilitate accurate fore-
casting of reinvestigation requirements. In addition, JPAS could
further support reciprocity by including clearance data from non-
DOD agencies.96

DOD stated, ‘‘JPAS will provide all DOD components, for the
first time, a single, central, fully integrated system for managing
their cleared personnel and providing accurate statistics on such
things as projected periodic review requirements and whose PSI is
pending or closed.’’ 97 In addition, the DOD–IG reported, JPAS will
provide DOD with a common information resource for granting and
sharing personnel security eligibility determinations and recording
personnel access to sensitive information.98

However, the projected ability to field JPAS in fiscal year 2001,
once again, was overly optimistic. According to the DOD’s Deputy
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Inspector General, ‘‘Although the future Joint Personnel Adjudica-
tion System is the long term solution, it is agreed that the case
control management system would be modified this year as an in-
terim alternative. Due to subsequent slippage in baselining the sys-
tem, the change may not be made until fiscal year 2002.’’ 99

Without knowing with any certainty the size of the PSI backlog
but suspecting it could be higher, the DSS Director said at the Feb-
ruary 16, 2000 NSVAIR Subcommittee hearing, ‘‘We believe that
we can bring the backlog, as we now know it, we can eliminate the
backlog by the end of calendar year 2001.’’ 100

The following month, DOD changed the PSI backlog elimination
target date a third time. On March 31, 2000, Deputy Secretary of
Defense John J. Hamre issued another memorandum,101 ‘‘Person-
nel Security Clearance Investigations Backlog’’ directing the Mili-
tary Departments, Defense agencies, and contractors shift all new
Secret and Confidential level investigations to OPM through its
contractor US Investigations Services [USIS] and changing the tar-
get date for elimination of the backlog to March 31, 2002.102 DSS
would retain responsibility for all top secret investigations and re-
investigations for military and contractor personnel. The objective
was to reduce pressure on DSS for conducting hundreds of thou-
sands of investigations while leveraging OPM’s investigative capac-
ity.103

On June 1, 2000, Deputy Secretary of Defense Rudy de Leon
issued the memorandum, ‘‘Personnel Security Investigation Process
Review’’ directing a comprehensive review of the personnel security
process, to establish a ‘‘get well’’ date, and make additional rec-
ommendations to expedite the personnel security process effort. A
Process Review Team was established to accomplish this effort.104

Once again the Department was attempting to ascertain the size
of the backlog and when it would be eliminated.

On June 22, 2000 Under Secretary of Defense (Comptroller) Wil-
liam J. Lynn issued the memorandum, ‘‘Personnel Clearance Back-
log and Security Initiatives,’’ generally referred to as the ‘‘spend
plan.’’ 105 The directive included monthly targets for all DOD com-
ponents for submitting PSI requests to DSS and OPM, along with
the associated funding to eliminate the backlog. The Comptroller
estimated the Department would need an additional $201.6 million
over 2 fiscal years to fund PSI cases taken over by OPM in addition
to the funds already planned in the budget at that time.

The Department had finally recognized additional funding was
needed to address the growing PSI backlog.

GAO had recommended as part of their review of the Personnel
Security Investigation Program in October 1999 that DOD provide
additional funding to address the PSI backlog. According to Carol
Schuster, ‘‘One of the problems that has occurred over the last cou-
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ple of years is they have mandated (PSI) submissions, but the
money has not been behind it. So the services have been cajoled to
put in submissions, but the money has to be reprogrammed from
other programs in order to cover it. That has been true for 1999,
it has been true for 2000, and it is true for 2001. When the money
is not there and the services choose not to reprogram the money
for that purpose, then the submissions are not made.’’ 106 The
Comptroller also moved the backlog elimination target date to Sep-
tember 30, 2002.107

The ‘‘spend plan’’ mandated that each DOD component submit a
designated quota of backlogged cases each quarter of fiscal year
2001 and fiscal year 2002. If implemented as planned, all back-
logged cases as of September 2000, were to be submitted by the
end of fiscal year 2002. These cases were to be in addition to those
cases coming due for reinvestigation and new cases. Together,
these new submissions represented a very large influx of cases
given that there was already a large backlog of unprocessed cases
at DSS. GAO had estimated that the number of PSI cases involved
was 2.2 million, raising additional concerns.

Several other attempts were made to increase capacity to process
PSI cases. These included entering into contracts with private sec-
tor investigative firms and bringing a number of reservists onto ac-
tive duty to assist DSS.108 General Charles J. Cunningham Jr.,
USAF (Ret), Director, Defense Security Service informed the sub-
committee, ‘‘Our plan to use private sector contractors to augment
our investigative workforce has continued to materialize and is
proving to be a successful endeavor. In addition, to contractor aug-
mentation, we are also using military reservists to augment our in-
vestigative workforce. Currently, approximately 45 reservists who
have prior investigative and interviewing experience are integrated
into our agent workforce.’’ 109

Although these were positive steps, they were not seen as enough
to handle the increase in PSI cases expected as a result of the im-
plementation of the spend plan. According to GAO, ‘‘it’s really hard
to tell exactly what kind of an effect this large influx of cases is
going to have and whether the use of private contractors and re-
servists and the like are going to make a dent in that.’’ 110

Carol Schuster stated, ‘‘we’ve already gone over how flimsy the
500,000 is so we don’t really know whether that’s a good estimate
or not. We do know how many cases are called carryover cases-
those already submitted to DSS. Over the next 2 years, they’ve got
435,000 of those cases. Then you’ve got the backlogged cases and
then you’ve got new cases coming in. So all told, we’re talking
about an enormous workload here of 2.2 million cases coming into
the investigative community. As I understand it, the spend plan for
this 2-year period is just to get the cases submitted, and then it
is up to the investigative community to somehow deal with that.
We haven’t really seen the influx yet. A lot of the cases that are
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going to OPM really start at the beginning of the fiscal year in Oc-
tober (2000).’’111

Other efforts to reduce the backlog and identify potential high-
risk cases included the development of a predictive model or algo-
rithm to track those cases. Carol Schuster stated, ‘‘They are taking
several actions. One in particular, I think, is very promising. They
are working on an algorithm that will try to identify those cases
that are most likely to result in a denial of a clearance, based on
their past experience. That will allow them, if they can get this to
work, to identify those cases that are most risky to the government
and be able to process those in a priority manner.’’ 112

During the subcommittee’s DSS oversight hearing in February
2000, DSS Director General Charles J. Cunningham submitted
written testimony which stated, ‘‘DSS has established several ini-
tiatives to more effectively manage this significant increase in
clearance demand while at the same time reducing the inherent
risks associated with outdated investigations in individuals already
accessing classified information, thus reducing the vulnerability of
insider threat. One of those initiatives is the development of a pre-
dictive model to identify those cases that pose a higher risk based
on responses to certain questions on the personnel security ques-
tionnaire. The algorithm will be applied at the front end of our in-
vestigative process to ensure that the potential high-risk investiga-
tions receive priority processing.’’ 113

The MITRE Corp. was retained by DSS to develop the algorithm.
The MITRE Corp. produced ‘‘a statistically based prioritization pro-
cedure whereby a high percentage of the ‘latent revocations’ among
the backlog could be identified and given immediate attention,
based solely on the information provided in a standard Electronic
Personnel Security Questionnaire [EPSQ]. Such a method would
allow the DSS to allocate limited investigative resources so as to
remove a high percentage of the risky backlog cases in the shortest
amount of time.’’ 114

Responding to the question of what kind of risk assessment had
been developed to determine the danger the backlog poses to na-
tional security, the DSS Director stated, ‘‘GAO mentioned the algo-
rithm that we have been working on and we have now completed.
Our plan is to go into the total population of the backlog, apply the
algorithm, identify which records come up as high risk from the al-
gorithm, which we believe and have had scientific support will pre-
dict 89 percent, based on a 6.5 percent sample size, that we use it
against the backlog while we are bringing the backlog down. So
that we both work the backlog down and, in the process, go after
those that are identifiable as highest risk in the backlog.’’ 115

At that time, General Cunningham indicated DSS expected to
implement an algorithm and have a prioritization process for back-
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log cases by July 2000. The algorithm for identification of high-risk
cases was implemented in November 2000.116

The prioritization of backlog cases proved even more difficult to
implement. As a result, the lack of any effective priority tracking
procedures has subjected DSS to criticism from both the DOD–IG
and the services. In April 2000, an Office of the Inspector General
[OIG] audit report recommended that the Office of the Assistant
Secretary of Defense (C3I) develop criteria to determine the highest
priority mission-critical and high-risk positions based on their im-
pact on mission-critical programs.117

According the Acting Inspector General, ‘‘I think the only way to
really handle the problem is to allow the various DOD components
the opportunity to prioritize what they feel is truly important in
their work, and to, therefore, fit those concerns into the plan. So
I think it should be on a broad basis and not just for a few of the
high-risk programs. When you’re seeking consensus and agreement
on how to prioritize, it’s going to take a while longer than it would
take to simply direct it from the top. It is my understanding that
process is continuing, that the Department hopes to have some sort
of process in place in the next few months.’’ 118

The Acting Inspector General went on to say, ‘‘The clearance re-
quests for important programs and higher risk programs often lan-
guished while investigators often worked routine cases. The Office
of the Assistant Secretary of Defense (C3I) initially disagreed with
the feasibility of developing a prioritization method but has subse-
quently changed its position and has been working with the serv-
ices and DSS to comply with the recommendation. I’m still frankly
disappointed, however, with the slow progress, and am concerned
that it appears so difficult to implement what is to us a basic work-
load management tool. We believe this delay was unnecessary and
could have been avoided through firm decisionmaking by leader-
ship.’’ 119

Due to DOD component resistance and ongoing CCMS problems,
DSS did not expect to implement a risk prioritization process until
January 2001. Regarding the implementation of a prioritization
process, the Deputy Assistant Secretary of Defense (Security and
Information Operations) stated, ‘‘the recent problems with CCMS
and the resulting increase in DSS case completion times,
prioritization has become problem as case completion times have
soared to a year or more in some cases. The OSAD (C3I) has taken
the lead in developing with the DOD component customers a draft
prioritization plan.’’ 120 A prioritization process for backlog cases
was not implemented in January 2001.121

In March 2001 the subcommittee learned, from the Assistant
Secretary of Defense (C3I) Arthur L. Money, ‘‘CCMS, which is part
of all of this, is getting more stable and better, but it needs a
prioritization application program added to it so we can prioritize
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things, and that is what that report (Personnel Security Investiga-
tions: Mission Degradation) pointed out. That internal report point-
ed out that we do not have prioritization within DSS, which is
being fixed and will be in place in April 2001.’’ 122

On August 22, 2000, Assistant Secretary of Defense for Com-
mand, Control, Communications, and Intelligence Arthur L. Money
issued a memorandum ‘‘Personnel Security Clearance Investiga-
tions’’ implementing the Deputy Secretary’s direction to distribute
the personnel security clearance workload between DSS and
OPM.123

The Assistant Secretary also directed military departments, de-
fense agencies, and contractors, per the Comptroller’s ‘‘Spend
Plan,’’ to appoint a senior official to oversee the execution of their
workload plan. Under DOD Directive No. 5200.2 issued April 9,
1999,124 DOD components had previously been directed to des-
ignate a senior official to implement and administer the DOD Per-
sonnel Security Program. The senior component official would be
responsible for monitoring and reporting the status of availability
of sufficient funds, ensuring the PSI backlog workload distribution
is maintained, and ensuring the timely adjudication of completed
cases.

On September 11, 2000, Deputy Secretary of Defense Rudy de
Leon issued a memorandum, ‘‘Personnel Security Investigation Re-
view’’ directing military departments, defense agencies, and con-
tractors to review their requirements for personnel security re-
investigations.125 The Process Review Team that the Deputy Sec-
retary created on June 1, 2000 determined that the backlog base-
line had changed due to lapse of time and the efforts of the compo-
nents in submitting personnel security reinvestigation requests. An
update of the backlog was considered essential for planning and
funding decisions. The results indicated that the backlog had
dropped by 187,677 cases from 505,786 as reported in January
2000 to 318,109 in just 6 months.126

On October 11, 2000, the Deputy Secretary’s Process Review
Team formally reported the results of their review analyzing when
DOD should expect the PSI process to ‘‘get well’’ as tasked by the
Deputy Secretary’s memorandum of June 1, 2000.127 The Process
Review Team report revealed a dispute over what PSI cases were
to be considered as part of the backlog. The OASD (C3I) considered
the backlog eliminated when all of the overdue PRs have been com-
pleted for investigation. ‘‘Although, this goal represents an impor-
tant milestone, a process review team reported, the elimination of
the backlog means completion of investigations associated with
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those PRs, the adjudication of the investigations, and a return of
the pending workload to steady state.’’ 128 The Process Review
Team considers the backlog eliminated once the investigations have
been completed and adjudicated and the workloads of DSS and the
Central Adjudication Facilities [CAFs] return to steady state. ‘‘As-
suming that DSS completes the last backlog investigation by mid
to late FY2003, the last backlog cases would be adjudicated not
later than the end of FY2003. At that time, the backlog will be
eliminated and investigative workload will return to a steady
state.’’ 129 This marked the fifth time in a 11⁄2 year period that the
target date for elimination of the backlog moved farther down
range.

Commenting on DOD’s ability to carry out this plan and achieve
the new benchmark date for the elimination of the backlog, Deputy
Inspector General Robert J. Lieberman said, ‘‘As far as the pros-
pects for execution of the current plan are concerned, I don’t think
that we can be fully confident that we understand how many new
investigations are going to be required until the system that Mr.
Money referred to, the new system that is just being fielded now,
is actually in place and starts generating experience data that we
can all rely on. I think in another year or so we will be looking at
the numbers again and perhaps the plan does not have to be
stretched out. It may be evident that we will achieve this steady-
state sometime earlier, but my guess is that we will not be seeing
this steady-state for a few months after the end of the project
plan.’’ 130

On October 31, 2000, the Deputy Secretary’s Process Review
Team responded to the remaining tasks as directed by the Deputy
Secretary’s memorandum of June 1, 2000. This report responds to
the first and third tasks, to determine where DOD currently stands
in reforming the PSI process with recommendations of how to expe-
dite this reform effort.131

On December 14, 2000, the Office of the Under Secretary of De-
fense (Comptroller) issued a revised spend plan to incorporate the
adjustment of the backlog from 505,786 to 318,109 in accordance
with the process review Process Review Team’s survey results. The
report included performance expectations for completing personnel
security investigation cases and a $44.1 million reduction in fund-
ing for fiscal year 2001 and fiscal year 2002.132

On February 8, 2001, the Director of Security, OASD (C3I) re-
leased a draft report on the status and possible options regarding
the conduct of personnel security investigations by DSS.133

The draft report indicated, ‘‘the time to complete the types of in-
vestigations upon which clearances are based was getting longer,
not shorter.’’ 134 As the time to complete investigations has grown,
the number of investigations pending also grew. ‘‘If this trend re-
mains static, there is no probability that the backlog of periodic re-
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investigations will be reduced by the end of FY 2002, as currently
directed.’’ 135 However, according to Assistant Secretary of Defense
Arthur L. Money, ‘‘the draft report was not reviewed; and it is not
entirely accurate. You will see it has ‘draft’ on it and so forth, so
it was a failing within my office of not having the report vetted and
made more accurate.’’ 136

Commenting on the February 8, 2001 draft report, the Deputy
Inspector General stated, ‘‘It is likely that much of the data being
used to track progress against the plan is flawed, but the errors are
probably not egregious enough to distort the overall trends, which
are very disappointing.’’ 137

The draft reports states quite clearly, ‘‘When observed as a
whole, the current process as defined by the various directions and
plans contained in the policy memoranda that have been issued by
senior DOD management since June 1999, is not meeting the De-
partment’s need to provide timely investigations and clear-
ances.’’ 138 When queried further why the draft report shouldn’t be
given more creditability, the Deputy Assistant Secretary J. William
Leonard said the draft report did not include the PSI workload
completed by OPM. Secretary Leonard said if the draft report had
included the OPM workload, DDS turnaround time for completed
PSIs would have been lower. ‘‘When we were here last September
(2000), we reported to the committee that a good part of our plan
encompassed off-loading work from DSS to OPM. So therefore, any
assessment of that plan would have to take into account what OPM
is doing.’’ 139

OPM had the capacity to handle personnel security investiga-
tions, and after 1 year demonstrated the ability to complete those
investigations transferred from DSS in an accurate and timely
manner.140 OASD (C3I) senior management wanted the sub-
committee to accept the argument that the draft report was flawed
because the authors did not include OPM’s statistics in the calcula-
tion of the number of cases processed and how long it was taking
to process those cases. As Mr. Leonard went on to say, ‘‘And so, for
example, for the first quarter OPM did, I believe close to 28,000 in-
vestigations for the Department of Defense, and if they were
factored into case completion times, for example, what it would
have shown is that Department-wide case completion times actu-
ally decreased.’’ 141 DSS was taking credit for OPM’s ability to com-
plete personnel security investigations in a timely manner and
wanted to include those figures in a report that would have shown
improved progress.

Also, it should be noted the composition of the investigations
handled by each is not the same. OPM handles many cases that
can be processed by simple computerized checks, whereas almost
all of DSS workload involves the most labor-intensive and time-con-
suming background investigation work related to top-secret clear-
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ances. Therefore, the time necessary to complete a case varies
widely between DSS and OPM. The handling of PSIs by OPM was
not intended to be a permanent fix and as such should not be in-
cluded in any measurement of DSS’s workload capacity.

When pressed further regarding the accuracy of the draft report
relative to the Department’s need to provide timely personnel secu-
rity investigations and clearances, Deputy Assistant Secretary J.
William Leonard stated, ‘‘Don’t get me wrong. I am not saying that
we are where we want to be. We recognize that we are not on a
glide path, so from that point of view, the fundamental thing you
get out of that report is accurate. And we are very mindful of that
and we are focused on that.’’ 142

The January 2002 Department of Defense, Office of the Inspector
General semi-annual report to Congress highlighted ‘‘The inability
of the Defense Security Service Program to ensure timely investiga-
tions also remains a serious concern. The Defense Security Service
has increased its productivity and the Office of Personnel and Man-
agement has provided good support through its contractors to work
off the backlog of several hundred thousand overdue clearance in-
vestigations and achieve reasonable turnaround times for new in-
vestigations requests. The program remains hampered, however, by
uncertain projections of the future investigative workload. There is
widespread skepticism among DOD components about the ability of
DSS to efficiently handle more workload, yet DSS views the
outsourcing of much of the investigative workload to OPM as a
temporary measure. The long delayed transition of DSS to a pay-
for-service organization remains a key DOD management objective,
but DSS still lacks a cost accounting system.’’ 143

2. There was a lack of management oversight of the Defense Secu-
rity Service [DSS] by the Department of Defense that contrib-
uted to a backlog of personnel security investigations.

The Assistant Secretary of Defense for Command, Control, Com-
munications, and Intelligence [C3I] is the Department of Defense’s
senior agency official responsible or the personnel security pro-
gram. Responsibilities of the Assistant Secretary (C3I) include
oversight of the Defense Security Service, and direction, adminis-
tration and oversight of the DOD personnel security program.144

In addition, the DOD Personnel Security Committee [DODPSC]
and Executive Steering Group [ESG] were established in 1999 to
provide input and support to DOD’s personnel security program
management.145

In 1999, the General Accounting Office reported the Defense Se-
curity Service operated for at least 4 years with little or no over-
sight from the Office of the Assistant Secretary of Defense for Com-
mand, Control, Communications, and Intelligence [C3I] which is re-
sponsible for assessing the completeness of DSS investigative
work.146
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Substantiating this in his prepared statement for the March 2,
2001 NSVAIR Subcommittee hearing, Deputy Inspector General
Robert J. Lieberman stated, ‘‘senior DOD leaders paid very little
attention to the Defense Security Service before the crisis
broke.’’ 147

A report, issued October 31, 2001, to the Deputy Secretary of De-
fense assessing the personnel security program observed oversight
of the personnel security program by the Office of the Assistant
Secretary of Defense (C3I) had not been effective.148 DOD officials
told GAO that once DSS became a reinvention laboratory, it was
allowed to operate, for the most part, independently.149

As an example, from August 1996 through February 1999, DSS
relaxed its investigative requirements through a series of policy let-
ters.150 Several of these letters gave investigators greater discre-
tion in how they would meet the Federal standards or pursue in-
vestigative issues that might be significant. These policy changes
caused much confusion among agency staff.151

In 1996 and again in 1998, the Security Policy Board advised
DSS not to adopt policies that ran counter to the Federal investiga-
tive standards.152 The Director of the Security Policy Board staff
stated, ‘‘Apparently, rather than fight for adequate funding, DSS
has chosen an assault on personnel security clearance stand-
ards.’’ 153

The Board noted that DOD was a full partner in developing the
new standards and that the planned actions by DSS would under-
mine the objectives of achieving reciprocity and PSI standardiza-
tion among Federal Government agencies, cause a serious deterio-
ration in the quality of investigative work, and increased security
risk. The Policy Security Board stated that if DSS wanted to
change the standards the agency should bring such requests to the
Board, which was specifically established for that purpose. Accord-
ing to GAO, in spite of this advice, DSS management adopted the
relaxed investigative guidance.154

When questioned how lack of oversight and mismanagement of
the agency contributed to PSI weaknesses found in GAO’s review
of the Personnel Security Investigation Program, Carol R.
Schuster, Associate Director, stated, ‘‘We found weaknesses in sev-
eral areas. The first area was relaxing the standards below Federal
standards, and also allowing perhaps too much latitude with their
investigators as to how far and how deeply they went into the in-
vestigative areas. The second area was doing away with some of
the quality control mechanisms they had on those investigations.
They did away with the Quality Assurance Branch, and super-
visory review, for instance. In the training area, they just really
were not giving very much training to the investigators. Because
there were new investigative standards, there was a need for such
training. They also did away with the Security Institute, which was
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training not only to DSS investigators, but investigators through-
out the Government.’’ 155

The lack of oversight also affected the acquisition of the Case
Control Management System. The Office of the Assistant Secretary
of Defense (C3I) has the responsibly for monitoring major IT acqui-
sitions.156 Robert J. Lieberman, Deputy Inspector General stated,
‘‘we have spent about $100 million so far on CCMS.’’ 157

During the September 20, 2000 hearing, the subcommittee
learned CCMS would be designated a major acquisition project 4
years after the project began. In his prepared statement Donald
Mancuso, Acting Inspector General wrote, ‘‘We understand that the
Assistant Secretary of Defense (Command, Control, Communica-
tions, and Intelligence) intends to designate CCMS as a major ac-
quisition project, meaning there will be oversight by an Integrated
Process Team and the Chief Information Officer [CIO] at the Office
of the Secretary of the Secretary of Defense level. This is a prudent
step, but does not in itself guarantee close oversight.’’ 158

When acquiring major IT systems, the Clinger-Cohen Act 159 re-
quires the Chief Information Officer [CIO] to monitor and evaluate
the performance of information technology programs and advise the
heads of agencies whether to continue, modify, or terminate a pro-
gram.160 Carol R. Schuster, Associate Director, stated, ‘‘to my mind
(CCMS) is the biggest challenge that they face. That automated
system was just not planned properly. It was not implemented
properly. The people who were trying to procure that system and
manage it really were not totally qualified to do that. They did not
have the background in a major acquisition program. They did not
have the information technology expertise to really do that.’’ 161

Arthur J. Money, Assistant Secretary of Defense (C3I) conceded
CCMS oversight failures stating, ‘‘A program that had started in
1995, called case control management system, was installed. Now,
here was a major failure. It was installed without testing, and the
legacy system was turned-off never to be turned back on, or never
could be turned back on.’’ 162

And, acknowledging the lack of acquisition and deployment over-
sight of CCMS by the Office of the Assistant Secretary of Defense
(C3I), the Deputy Assistant Secretary of Defense J. William Leon-
ard stated, ‘‘I am sitting here before you with the full knowledge
that a significant part of the solution is to address shortcomings in
past oversight from my organization, especially with respect to
things such as overseeing the acquisition of a major automation
system such as CCMS. I recognize that and am very much commit-
ted personally and organizationally to ensure that we address these
issues in the months to come.’’ 163
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However, in that regard, there was more involved in the failure
of CCMS than just software and design problems. In December
2000 the DOD Inspector General indicated in an audit of the case
control management system that ‘‘despite the key roll of CCMS in
DSS operations that support virtually all DOD critical missions,
minimal acquisition oversight and guidance was provided or offered
by the Assistant Secretary of Defense for Command, Control, Com-
munications, and Intelligence.’’ 164

Others have also noted the Office of the Assistant Secretary of
Defense for Command, Control, Communications, and Intelligence
(OASD–C3I) had difficulty providing adequate management over-
sight. The Report of the Commission to Assess U.S. National Secu-
rity Space Management and Organization noted, ‘‘The current ASD
(C3I) organization suffers from three difficulties: the span of con-
trol is so broad that only the most pressing issues are attended to
and (space) matters are left, on a day-to-day basis, in the hands of
middle-level officials without sufficient influence within the Depart-
ment and the interagency arena.’’ 165

Insufficient influence within the Department and interagency
arena was again evident in an OASD (C3I) August 22, 2000 direc-
tive 166 concerning compliance with a newly established workload
plan for the elimination of the PSI backlog. The Assistant Sec-
retary of Defense (C3I) merely ‘‘encouraged (emphasis added) the
Military Departments and Defense agencies to have their Inspec-
tors Generals include compliance as a matter of interest during in-
spections for FY2001 and FY 2002 to preclude the recurrence of the
PSI backlog.’’ 167 As the PSI backlog grew to crises proportions, the
Assistant Secretary of Defense (C3I) should have been made clear
the PSI backlog should be treated more than just as a matter of
interest.

3. Acquisition of the Case Control Management System [CCMS] and
the Joint Personnel Adjudication System [JPAS] did not com-
ply with the requirements of the Clinger-Cohen Act and may
not provide effective caseload management.

The Office of the Assistant Secretary of Defense (C3I) is respon-
sible for overseeing the design and implementation of large infor-
mation technology systems are on schedule, within acceptable cost
parameters, and have full user satisfaction. The Subcommittee
found the Office of the Assistant Secretary of Defense (C3I) has a
poor record for controlling the proliferation of incompatible IT sys-
tems, acquiring new systems that meet user needs within reason-
able timeframes, controlling acquisition and upgrade costs, and en-
suring the quality of data.
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As a result, the Office of the Assistant Secretary of Defense (C3I)
allowed the acquisition and development of CCMS 168 and JPAS 169

without first determining whether the systems were the most cost-
efficient and cost-effective solution for opening, tracking, closing,
and adjudicating personnel security investigation cases.

The lack of oversight resulted in the deployment of a major IT
system, the case control management system, that has put national
security at risk and will require millions of additional dollars to fix
or replace. The Defense Security Service’s deployment of CCMS re-
sulted in decreased productivity contributing to the periodic re-
investigation backlog. CCMS has become a costly attempt to main-
tain a failing status quo despite recommendations to scrap the sys-
tem.170 DSS will spend more to fix the CCMS than it cost to ac-
quire it.171

CCMS was designed to guide and control the Defense Security
Service Enterprise System for opening, tracking, and closing per-
sonnel security investigation cases. The Enterprise System is a
combination of 24 distinct primary information systems, sub-
systems, applications, and interfaces that share common data and
connectivity.172

Commenting on the acquisition of CCMS, the Acting DOD In-
spector General Donald Mancuso stated, ‘‘The need for a modern
DSS system with the capabilities intended for CCMS is undeniable;
however, as has often been the case over the last decade with DOD
information technology investments, execution of this system acqui-
sition project was flawed. In retrospect, DSS and its contractors
badly underestimated the technical risk and failed to test ade-
quately to manage those risks.’’ 173

DSS believed establishing a paperless Enterprise System of auto-
mated applications would avoid as much as $80 million in operat-
ing costs over a 6 year period and $900 million over a 3 year period
in reduced time for personnel security investigations.174 Without
knowing the extent to which CCMS is meeting cost and benefit ex-
pectations, DOD was not in a position to make informed decisions
on whether to deploy the system.

Federal information technology investment management guide-
lines require Federal agencies to economically justify IT projects
before investing in them, and to justify them in an incremental
manner to spread the risk of doing many things over many years
on large projects.

In December 2000, the DOD Office of the Inspector General
issued an Audit Report citing DSS for not effectively managing the
high risk involved in the acquisition and integration of CCMS and
its Enterprise System by following the requirements of the Clinger-
Cohen Act of 1996,175 OMB Circulars and DOD guidance for acqui-
sition of information technology systems. The Clinger-Cohen Act re-
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quires agencies to design and implement a process for assessing
and managing the risks of information technology acquisitions to
include analyzing, tracking, evaluating, and reporting on risks and
results of all major information technology capital investments.176

In addition, DOD regulations require every system acquisition pro-
gram to establish cost, schedule, and performance objectives and
thresholds before a major IT system is deployed.177

In February 2000, Carol Schuster, Associate Director of GAO’s
National Security International Affairs Division stated, ‘‘DSS did
not properly plan for the implementation of a new system (CCMS)
designed to automate its personnel security investigation case proc-
essing. As a result, DSS has not been able to process its investiga-
tions, the volume of investigations sent to field offices and adju-
dication facilities has decreased sharply, and according to DSS offi-
cials, DOD may have to add $100 million to $300 million more to
the $100 million already spent on its automation efforts to have a
workable system. The automation efforts have exacerbated DSS’s
efforts to cope with the large backlog of overdue investigations.’’ 178

Carol Schuster went on to say, ‘‘the basic underlying factors are
that it really was not planned very well as an acquisition program.
The people were not very well qualified in either IT or acquisition
management.’’ 179 DOD’s Acting Inspector General Donald Mancuso
concurred stating, ‘‘The failure of CCMS, the DSS case control
management system, was also a major setback.’’ 180 The DOD–IG
reported, ‘‘Prior to September 2000, neither the CCMS nor the rest
of the Enterprise System was designed as a major automated infor-
mation system or a special interest initiative. Funds contractually
obligated for the Enterprise System’s development and moderniza-
tion amounted to $76 million from FY 1995 through FY 1999. Total
planned development and operation costs for FY 2000 through FY
2007 are estimated to be $312 million.’’ 181

When questioned what was the biggest problem the agency faced,
the Director of DSS stated, ‘‘It is the case control management sys-
tem because it becomes the pacing item for everything else that
happens in the agency in investigations.’’ 182 And, Assistant Sec-
retary Money stated, ‘‘What happened in October 1998 was, essen-
tially everything came to a grinding halt in that no cases were
coming out due to software failure, system failures, and I will as-
sert due to poor design on what CCMS ought to be.’’ 183

The Office of the Assistant Secretary of Defense (C3I) and the
Defense Security Service are attempting to resolve CCMS technical
and program problems by initiating a series of actions designed to
improve and enhance system performance. In August 1999, rec-
ognizing the agency did not have the capability or in-house exper-
tise to manage and support the case control management system,
DSS transferred management of the system to the Air Force.
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In addition, DSS is implementing a strategy to repair CCMS
technical and program problems to improve the system’s ability to
open, track and close personnel security investigation cases. The
aim is to expand the utility, efficiency, and effectiveness of CCMS
to meet projected workload increases resulting from implementa-
tion of the spend plan.

The strategy will involve a three-phase process and timetable:
Phase one would stabilize the existing system; phase two would im-
prove the current system; and the third phase would implement en-
hancements to CCMS. Those enhancements, called ‘‘target architec-
ture,’’ would be developed and implemented over 5 years starting
in fiscal year 2002. DSS has requested an additional $93 million
to develop and implement phase three.184 According to the Director
of DSS, ‘‘This target architecture provides a framework for future
development and implementation of the entire Defense Security
Service Enterprise System, including the case control management
system.’’ 185 DSS believes the three-phase approach will not only
allow for stabilization of the system and improvements to CCMS,
but will preserve the initial investment in the system.

The August 22, 2000 memorandum issued by the Assistant Sec-
retary of Defense (C3I) included detailed instructions to the DOD
components transferring a portion of the personnel security clear-
ance workload to OPM to fulfill the comptroller’s spend plan direc-
tive. In part, this action was taken in an attempt to relieve the
pressure on CCMS thereby allowing the system to more rapidly
process incoming background investigations.186 However, according
to TRW, the case control management system’s serious weaknesses
will be far more difficult to fix than DSS anticipates.187

In December 2000, the DOD Inspector General recommended the
Assistant Secretary of Defense (C3I) analyze whether the invest-
ment for the Case Control Management System provides the best
business solution when compared to alternative solutions for open-
ing, tracking, and closing personnel investigation cases.188

In January 2001, responding to the DOD IG’s recommendation,
the Assistant Secretary for Defense (C3I) wrote, ‘‘DSS and C3I con-
cur with the finding and recommendation as stated in the DOD IG
report. We will conduct an analysis of alternatives to support the
direction we plan to achieve for the future architecture and will in-
clude the economic analysis and calculation of the return on invest-
ment. In addition, performance measures and information assur-
ance requirements will also be addressed.’’ 189

As criticism of OASD (C3I) and DSS intensified over the han-
dling of the case control management system, and as questions
were raised regarding the justification for spending more to fix the
system than it originally cost to purchase, DSS brought in consult-
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ants to evaluate the system. Carol Schuster stated, ‘‘Regarding
past evaluations, there was a DOD red team that came in, and
evaluated what they should do with that system, and what went
wrong with the system, and what they would recommend. A TRW
contractor evaluation also looked at it from a technical stand-
point.’’ 190

The assessments found deficiencies in acquisition strategy, pro-
gram management, system integration, and operations and mainte-
nance. TRW estimated that an additional $168 million would be
needed over the next 7 years to address these deficiencies for a sys-
tem that was projected to cost $100 million when fully operational.
Ultimately, TRW believed CCMS could not be reengineered cost-ef-
fectively and recommended scrapping the system altogether. ‘‘It is
our engineering judgment that CCMS is not viable long-term and
that it should be replaced. Such a replacement should be developed
under the auspices of a strong, acquisition-experienced program
management office.’’ 191

Carol Schuster stated, ‘‘Both of those groups pointed out numer-
ous problems with the way the thing was put together, the lack of
documentation, the lack of checks and controls, just what you
would expect of an automated system, to the point that the TRW
investigation did not feel like it was salvageable.’’ 192

Despite the criticism, DSS persisted in plans to spend more to fix
CCMS, and contracted with TRW for a follow-up, independent eval-
uation. In response to an inquiry from the chairman of the
NSVAIR Subcommittee regarding the justification of continuing in-
vestment in CCMS, DOD responded, ‘‘TRW reported in October
2000 that they now believe it is possible to retain and reuse sub-
stantial parts of the system. The system has sufficient stability to
support operations for the foreseeable future. As improvements are
made, alternatives are reviewed for impact and application for the
various subsystems. No commitment to a future architecture for
CCMS will be made without first conducting a thorough analysis
of alternatives.’’ 193

During the October 2000 NSVAIR Subcommittee hearing, ad-
dressing the CCMS issue, the Director of DSS stated, ‘‘there were
dramatic improvements resulting from the software enhancements
and corrections that have been implemented within the last six
months.’’194

In May 2001, responding to questions 195 for the record from the
NSVAIR Subcommittee, the Office of the Assistant Secretary of De-
fense (C3I) reported, ‘‘The case Control Management System is not
contributing to any increase in the pending backlog. CCMS has
been stabilized and recent improvements allow the Defense Secu-
rity Service to take advantage of the original functional design to
minimize human intervention and repetitive tasks. Efforts were re-
focused on stabilizing and improving the system to ensure a pro-
ductive system. Actions were taken as necessary to meet directed
policy scope changes, to baseline the current system, and to sta-
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bilize key processing functions. While we have taken advantage of
the original CCMS functions as intended, the changing PSI and
technology requirements dictate an assessment of needs for the
current baseline as well as future requirements. Future target ar-
chitecture and business process reengineering requirements are in
the concept stage with a formal Analysis of Alternatives scheduled
for early fiscal year 2002.’’ 196

Also in May 2001, the DOD–IG issued an audit report 197 regard-
ing the acquisition management of the Joint Personnel Adjudica-
tion System. JPAS will provide DOD with a common information
resource for granting and sharing personnel security eligibility de-
terminations and recording personnel access to sensitive and non-
sensitive compartmented information. Its common database, linked
by the Joint Adjudication Management System [JAMS] and the
Joint Clearance and Access Verification Management System
[JCAVS] applications, will standardize security clearance adjudica-
tions in compliance with DOD Regulation 5200.2–R,198 and will
provide security managers with eligibility verifications for person-
nel desiring access to sensitive and classified facilities, weapon sys-
tems, and information. JPAS will also provide reports for program-
ming and managing workloads at the Central Adjudication Facili-
ties [CAFs] and locations requiring cleared personnel.199 JPAS is
expected to minimize work delays for newly hired and visiting per-
sonnel with adjudicated clearances.200

As with CCMS, OASD did not manage the JPAS as an informa-
tion technology investment when the acquisition strategy changed
from a network of distributed database systems to a centralized
database system.201 The DOD Chief Information Officer [CIO] did
not demonstrate oversight involvement in the acquisition of the
JPAS. JPAS supports the eligibility adjudication and verification
business processes for granting security clearances to military, ci-
vilian, and contractor personnel. Accordingly, any processing delay
caused by JPAS could also delay DOD and contractor personnel
from performing assigned functions. As a result, JPAS requires
CIO oversight because of its significance in supporting DOD mis-
sions.’’ 202

4. There are no common standards for investigating and adjudicat-
ing a personnel security clearance in a timely manner.

The subcommittee found there were no clear timeliness stand-
ards for completing a personnel security clearance. As an example,
the length of time for completing a top-secret clearance by the De-
fense Security Service in 2000 ranged from 298 days to 376
days.203 Completion times by OPM were lower.

The DSS Director General Cunningham indicated as a result of
reforms instituted, the agency would be able to do a case in 180
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days and that his target for completing a personnel security inves-
tigation was less than 100 days.204

Also testifying regarding the length of time it takes to complete
a security clearance investigation, Deputy Assistant Secretary of
Defense J. William Leonard stated, ‘‘The reason why the arrow is
pointing to the left 205 is because in one particular category, the
most complex cases, OPM case completion times have gone up be-
yond the standard. However, the reason for that is because of the
amount of work that we are giving out, we are dependent upon
what I call ‘third-party providers of information.’ We have to do
FBI checks, INS checks, State Department checks, what have you.
Those are the other activities that we are dependent upon. The
more we push out, the more they have to respond to. That is the
challenge we have today as a community. I have directed my peo-
ple to get together on a community-wide effort. We need to collec-
tively address this, because it is not an OPM problem, it is a com-
munity problem that impacts DSS and impacts every other agency
that does background investigations.’’ 206

5. Defense Security Service [DSS] and the Office of Personnel Man-
agement [OPM] personnel security clearance investigators have
difficulty accessing State and local criminal history record in-
formation [CHRI].

The Personnel Security Investigations Process Review Team re-
ported, ‘‘Conducting a local agency check to obtain a criminal his-
tory record is a national requirement for all security clearance in-
vestigations. In some cases, a criminal history record can be ob-
tained from State and federal repositories, thus fulfilling the local
agency check requirement. However, the cooperation and priorities
of local law enforcement agencies providing criminal history
records varies depending on jurisdiction. In many cases, conducting
a local agency check can cause significant delays in closing a PSI
investigation.’’ 207

‘‘State and municipal law enforcement agencies do not receive
separate funding or resources for conducting local agency checks
and often require payment for such checks as local policies dictate.
Payment of fees does not appear to be an effective inducement for
local agencies to comply with requests in an expeditious manner as
response time does not change as a result of payment.’’ 208

DSS drafted proposed legislation which required access be given
by all States to criminal history information through automated
systems where available. ‘‘The legislation passed without two key
aspects: authorization for federal agencies to obtain criminal his-
tory record information on the basis of name or other common iden-
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tifiers, and a prohibition on requiring indemnification agree-
ments.’’ 209

The Personnel Security Investigations Process Review Team rec-
ommended the Office of the Secretary of Defense representative to
the Security Policy Board 210 coordinate with the Department of
Justice to develop incentives for local enforcement agencies to com-
ply with requests for criminal history record information and to
press for the enactment of the two unresolved issues.211

RECOMMENDATIONS

1. The Secretary of Defense should continue to report the personnel
security investigations program including the adjudicative proc-
ess as a material weakness under the Federal Managers’ Finan-
cial Integrity Act to ensure needed oversight is provided to effec-
tively manage and monitor the personnel security process from
start to finish.

Given the fact personnel security investigations are not con-
ducted in a timely manner; many investigations are not meeting
required national investigative standards, and long range mile-
stones are planned beyond fiscal year 2001 to improve DSSs auto-
mation capabilities, the subcommittee recommends DOD continue
to report the Personnel Security Investigations Program as a mate-
rial weakness under the Federal Manager’s Financial Integrity Act
[FMFIA].

The FMFIA requires DOD’s senior managers to identify and
solve department wide systemic problems. The General Accounting
Office recommended this action as a result of their review of the
PSI program. GAO found personnel security investigations were
not conducted in a timely manner nor were they meeting Federal
investigative standards, thus having a potential effect on national
security. During the NSVAIR Subcommittee hearing in February
2000 Carol Schuster stated, ‘‘They are designating this investiga-
tion program, as a material weakness to the Department of De-
fense under the Federal Manager’s Financial Integrity Act.’’ 212

The Department of Defense has made some headway in reducing
the backlog of personnel security investigations as well as resolving
the problems associated with tracking, processing, and adjudicating
PSI’s in a timely manner. However, the NSVAIR subcommittee rec-
ommends the Department of Defense continue to include the Per-
sonnel Security Investigation Program as a material weakness
under the Federal Manager’s Financial Integrity Act.

Specifically, the subcommittee recommends the Secretary of De-
fense include in the Annual Statement of Assurance what progress
and what action the Defense Security Service and the Office of the
Assistant Secretary of Defense (C3I) are taking with regard to
achieving the September 30, 2002 target date for the elimination
of the PSI backlog, and for reducing the time it takes to grant a
security clearance for new PSI’s and periodic reinvestigations.
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In a prepared statement submitted to the NSVAIR Subcommit-
tee, the Deputy Inspector General stated, ‘‘We included the person-
nel clearance problem in the list of top DOD management chal-
lenges submitted to congressional leaders last December and rec-
ommend continued DOD and congressional oversight until the
problem is truly resolved. I am confident that ultimately it is fix-
able with sustained management emphasis, but the current goal of
eliminating the investigative backlogs by September 30, 2002, is
clearly at risk. In addition, it is uncertain that all backlog cases
will be adjudicated until well after that date.’’ 213

The DOD–OIG reported, ‘‘any large-scale shift of investigative
workload back to DSS should be done incrementally and on a trial
basis, with close oversight of the results. Any transfer must be jus-
tifiable on the basis that DSS will be able to out-perform OPM in
terms of the cost, timeliness, and quality of investigations. The
DOD–OIG plans additional audit work on these issues for the re-
mainder of FY 2002.’’ 214

In addition, the Deputy Inspector General said, ‘‘I would not be
surprised if the current plan has to be recast one more time, be-
cause I don’t think that we can be fully confident that we under-
stand how many new investigations are going to be required until
the system (JPAS) that Mr. Money referred to, the new system
(JPAS) that is just being fielded now, is actually in place and starts
generating experience data that we can all rely on.’’ 215

Concerns regarding the viability of the September 30, 2002 tar-
get date were also raised by the General Accounting Office, ‘‘Then
you’ve got the backlog cases, and then you’ve got the new cases
coming in. So all told, we’re talking about an enormous workload.
I think they can submit the cases within the 2 years, but whether
they can get them investigated and adjudicated, I have questions
about that.’’ 216

2. The Secretary of Defense should set priorities and control the flow
of personnel security investigation requests for all DOD compo-
nents.

The Department of Defense does not have a centralized unit for
tracking and prioritizing personnel security investigations and is
therefore unable to determine the size or project an accurate date
for the elimination of the PSI backlog. The NSVAIR Subcommittee
recommends DOD establish a centralized unit to prioritize and con-
trol the flow of personnel security investigation requests.

According to DSS Director, General Cunningham, ‘‘The submis-
sion of requests for personnel security investigations is a function
and responsibility of the individual military departments, defense
agencies and defense contractors. More importantly, the Depart-
ment of Defense prioritization comes from many sources and is dif-
ficult to integrate into our operations. This leaves the Defense Se-
curity Service at a severe disadvantage in trying to balance inves-
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tigation requirements for a myriad of customers, all of whom have
competing requirements and clearance needs.’’ 217

The General went on to say, ‘‘The personnel security process ba-
sically involves three phases, identifying the need for a security
clearance and then prioritizing those requests, conducting the per-
sonnel security investigation, and adjudicating the PSI request.’’ 218

Regarding the issue of prioritization, the Acting Inspector Gen-
eral stated, ‘‘The April 2000 IG DOD report on Security Clearance
Investigative Priorities 219 discussed a number of DSS case man-
agement issues. The principal concern was the lack of a meaningful
process for prioritizing the workload. We determined that inves-
tigative resources were generally applied on a first in, first out
basis, so that clearance requests for important programs and high-
er risk positions often languished while investigators worked on
routine cases. Since timely investigations are a major problem, we
deemed it particularly unreasonable not to have a viable
prioritization process that both the requestors of the clearance and
the investigators understand.’’ 220

The Assistant Secretary of Defense (C3I) Arthur L. Money stat-
ed, ‘‘There is a lack in CCMS to do prioritization. That is being
fixed as another add-on to the software in April that will wash
through the system, so by August there will not be this accumula-
tion of cases, which have not worked their way through. So the
prioritization will help the services once they prioritize.’’ 221

However, according to the Director of DSS, ‘‘With an anticipated
significant number of security clearance requests expected through
fiscal year 2001, it seems logical to me that the existing Depart-
ment of Defense planning, programming and budgeting system
would greatly improve the identification of requirements and sim-
plify the process. It also seems logical that the establishment of
central requirements facilities in the military departments would
be most advantageous.’’ 222

The subcommittee also suggests the Office of Management and
Budget [OMB] undertake a study to determine the feasibility of
transferring the management of DOD’s Personnel Security Inves-
tigation Program to the Office of Personnel Management and re-
port their findings to the appropriate congressional oversight com-
mittees.

Legitimate concerns have been raised regarding the viability and
the success of achieving the September 30, 2002 target for the
elimination of the backlog. Deputy Assistant Secretary J. William
Leonard stated, ‘‘The plan also extended the deadline for elimi-
nation of the investigation backlog until fiscal year 2002.’’ 223 Dep-
uty Assistant Secretary Leonard was referring to the directive
issued by Under Secretary of Defense William J. Lynn’s on June
22, 2000, ‘‘By using the services of the Office of Policy and Manage-
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ment for select investigations, we plan to clear the backlog of clear-
ances by fiscal year 2002.’’ 224

However, the Deputy Inspector General is skeptical DOD can
achieve this target date stating, ‘‘The success of tracking, process-
ing, and adjudicating PSI’s in a timely manner is also doubtful. Ac-
cording to 2001 Defense Security Service data, it is taking 403 days
on average for initial top-secret investigations, compared to 359
days in September 2000, when you had your last hearing on the
subject. Likewise, it is taking 470 days on average for top-secret
periodic reinvestigations, compared to 386 days in September 2000.
The trends since this time last year have gone the wrong way, as
far as this most sensitive part of the investigative workload is con-
cerned.’’ 225

When compared to the results OPM is achieving, the Deputy As-
sistant Secretary J. William Leonard stated, ‘‘OPM’s performance
has been outstanding. They have—an earlier question from Mr.
Kucinich in terms of how long it takes to do an investigation, they
have established time lines, anywhere from 35 days for a back-
ground investigation all the way up to 180 days, depending upon
what the requirements are. By and large, they are meeting those
standards in every case.’’ 226

3. The Secretary of Defense should closely monitor the interface be-
tween JPAS and CCMS to ensure effective management of in-
vestigative and adjudicative cases and avoid further backlogs.

Without more consistent oversight of major information tech-
nology acquisitions, there can be no assurance that policy under
the Clinger-Cohen Act is being translating into practice. Therefore,
the subcommittee recommends the Secretary of Defense direct an
immediate and one-time review of internal procedures to ensure
compliance with the Clinger-Cohen Act by all DOD Military De-
partments and agencies, and the Office of Budget and Management
initiate a review, cost/benefit analysis, and assessment of transfer-
ring the management and oversight of DOD agency information
technology acquisitions to the General Services Administration
[GSA].

The deficiencies in DOD’s Personnel Security Investigations Pro-
gram systems are in large part due to DOD’s non-compliance with
the Clinger-Cohen Act. Both the General Accounting Office and the
Office of the Inspector General have raised concerns whether the
CCMS and JPAS will be fully operational and integrated to accom-
plish the task of prioritizing, opening, tracking, and adjudicating
personnel security investigations. Deputy Inspector General Robert
J. Lieberman stated, ‘‘Unfortunately, the DOD historically has not
has a strong record in the support systems area and the entire De-
fense Personnel Security Program clearly has been hampered by in-
adequate systems for many years.’’ 227

In regards to DOD’s ability to eliminate the PSI backlog and
prioritize PSI cases, the Deputy Inspector General said, ‘‘Every-
thing is going to have to go right in terms of fielding new systems;
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and I know, Mr. Chairman, I have been over here on numerous
subjects before you before, and the common theme running through
all of them is that we have bad information systems and need
something better, and historically, the track record for systems
coming in on time, on schedule and actually being fully functional
is not particularly good. So there is a risk there. If the new systems
come in on schedule and are fully operational, we do not have any-
thing that remotely looks like the CCMS fiasco, then we will have
a fighting chance to get from here to there.’’ 228

The Department of Defense, Office of Inspector General released
audit reports critical of DOD’s acquisition management of both
Case Control Management System 229 and the Joint Personnel Ad-
judication System.230

The DOD Inspector General reported, ‘‘Programs are defined as
Major Information Technology Investment if OASD (C3I) deter-
mines that a program requires special OSD management attention
because of the importance of the program’s DOD mission, the high
development, operating, or maintenance costs, or the program’s sig-
nificant role in administering DOD programs, finances, property, or
resources.’’ 231 ‘‘Despite, the system’s (JPAS) criticality in support of
DOD missions, acquisition management oversight was not provided
in accordance with the Clinger-Cohen Act.’’ 232

CCMS and the Enterprise System for personnel security inves-
tigations were also allowed to proceed ‘‘without the benefit of pro-
gram oversight and guidance.’’ 233 ‘‘The failure of the Chief Infor-
mation Officer (CIO) to actively participate in the acquisition of
CCMS contributed greatly to the systems failures.’’ 234 235

4. The National Security Council should promulgate Federal stand-
ards for investigating and adjudicating personnel security
clearances in a timely manner.

Federal standards do not contain any specified time require-
ments for agencies to complete their investigative work for grant-
ing personnel security clearances. Because of the national security
implications resulting from the length of time it takes agencies to
grant security clearances, the subcommittee recommends that the
appropriate National Security Council, Policy Coordinating Com-
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mittee develop such Federal standards pursuant to National Secu-
rity Presidential Directive No. 1.236

The General Accounting Office reported, ‘‘Defense Security Serv-
ice customers (the military departments, DOD civilian agencies,
and industrial contractors) and adjudication officials stated that
they need DSS to complete its investigations within 90 days. The
Office of Personnel Management uses a standard of completing its
work in 35, 75, or a maximum of 120 days, depending on the price
the customer is willing to pay for the service.’’ 237

According to Carol Schuster, ‘‘As I understand it, they are work-
ing to come up with some metrics that would have expectations for
how long it should take for each kind of case. When we looked at
investigations before, they were all over the board. So there isn’t
any standard right now for how long it should take for a particular
kind of case. And there is any number of kinds of cases in this 2.2
million backlog. Some of them are very automated and don’t take
really very much time, and others are full field investigations that
require a whole lot of work and over 200 days to complete.’’ 238

5. The Secretary of Defense and the Attorney General jointly should
develop a system which allows DSS and OPM investigators ac-
cess to State and local criminal history information records
[CHIR].

During the March 2001 DSS oversight hearing, Assistant Sec-
retary of Defense Arthur L. Money said in his prepared statement,
‘‘In closing, I would like to ask for your help. First, we need auto-
mated access to State and local government criminal history
records akin to that provided law enforcement agencies.’’ 239

In that regard, Deputy Assistant Security J. William Leonard in-
dicated DSS investigators could only access local and State crimi-
nal history record by means of a fingerprint card. Secretary Leon-
ard stated, ‘‘We have to submit finger print cards, which is a time-
consuming and expensive process. In those instances where we can-
not access their automated records, we literally have to send an
agent out, put shoe leather on the ground, go to the local police of-
fice or local sheriff’s office and stand in line.’’ 240

Recently, subcommittee staff was advised by GAO that since Sep-
tember 11th there has be a greater demand for FBI fingerprint
records for background checks by State and local officials. As a re-
sult, the increased demand for fingerprint cards is placing a great-
er burden on DSS to complete personnel security background inves-
tigations in a timely manner. The Department of Defense needs to
develop policy in conjunction with the appropriate NSC Policy
Committee to develop a system which will allow for better access
to local and State criminal records by DSS agents and to submit
Congress any legislation needed to implement this change.
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